How to Report a Suspected Phishing Email
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EXTERNAL: This email originated from outside of the organization. Do not click any links or open any
attachments unless you trust the sender and know the content is safe.
Albert Incident #: 16371309
Severity: Warning
MS-ISAC SOC Ticket: 16371309
Description
[CIS] Possible PowerShell Downloading (.msi) Microsoft Installer with No User-Agent
Analysis
Source IP 165.201.66.53 was logged communicating with destination IP 3.166.97.146 over port 80/TCP
(source port 51063). Network traffic matched a signature for Possible PowerShell Downloading (.msi)
Microsoft Installer with No User-Agent. The observed host has not been flagged as malicious by
VirusTotal.
Resource:
GET /release-6.9.0/309/Agent/packages.md5 HTTP/1.1 Host: d227hzamzxsxse.cloudfront.net
Connection: Keep-Alive HEAD /release-6.9.0/309/Agent/Agent_x64.msi HTTP/1.1 Host:
d227hzamzxsxse.cloudfront.net
Reference:
https://www.virustotal.com/gui/domain/d227hzamzxsxse.cloudfront.net
Recommendations v

All folders are up to date.  Connected to: Microsoft Exchange [@ Display Settings imi} - —Hh—+ 100%

If you suspect an email is a phishing attempt: Highlight the email. (Above)



Left click on the report message button on the top ribbon and select phishing.
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EXTERNAL: This email originated from outside of the organization. Do not click any links or open any
attachments unless you trust the sender and know the content is safe.

Albert Incident #: 16371309
Severity: Warning
MS-ISAC SOC Ticket: 16371309

If you do not have the Report Message on the ribbon above, you can highlight the email and right-click and select Report
Phishing off the list.
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Reporting in this fashion sends the email to both Microsoft and the KISO Security Operations Center (SOC) for review.
It's worthwhile to report a suspected phishing email because Microsoft can update their filters if they find it to be a true
phishing attempt, and that benefits all their customers.

One of the most important things to remember when confronted by an email is to STOP AND THINK.
The bad actors always build a sense of urgency into their phishing attempts, so don’t help them.
Before reacting, STOP AND THINK.

Ask yourself: Does it make sense that | received this email? (Why would your bank email you on your work email
address? Did Amazon or a shipping company even have your work email address?)

Does it make sense what the boss is asking me? (Do you normally handle money transfers with this process?)

Does this email look like what IT usually sends me? (Does your IT usually send reminders that look like that? Does this
look like a normal Teams message? Why should | click on the link in this Teams email when | can just go to my Teams
and see the message?)

The bad actors are very good at what they do as it is a business to them. They have all kinds of automated tools and Al
bots to help them try to scam you, so STOP AND THINK, report anything you find suspicious using the Report buttons in
Outlook.



